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Prerequisites: none

Course Description: Intrusion Detection/Prevention Systems Fundamentals Intrusion
Detection/Prevention Systems are critical components of well-designed network architectures. These
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In this course, students gain experiential learning in a thorough grounding in the design,
implementation, and administration of IDSes/IPSes, as well as practical, hands-on experience working
with these systems. In addition, students analyze various attack signatures and the network traffic
these systems collect.

Textbook and Resources:

Managing Security with Snort & IDS Tools

. _1_A§JJJ:IQR; Cox & Gerg (2004)
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ISBN: 978-0-596-00661-7

Learning Outcomes

Upon completion of this course, the student will be able to:

e Compare host-based and network-based IDS solutions
e Canstruct and administer an IDS solution ap a netwark
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